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Security Training & User Awareness: Recurring staff education programs that                                    ● 

At AKAVEIL TECHNOLOGIES, we recognize that technology choices in law firms aren't just
business decisions,they're ethical decisions with professional liability implications. When you
choose a managed IT provider, you're not just selecting a vendor; you're choosing a partner
who shares responsibility for protecting client confidentiality, maintaining competence, and
meeting the duty of supervision. 

Compliance isn't a premium feature. It's the legal baseline for every technology 
partnership. 

Our Philosophy 

Founded in 2010, AKAVEIL TECHNOLOGIES is a Florida based Managed IT Service Provider
exclusively serving American law firms and legal organizations. We bridge deep expertise in
enterprise cybersecurity with specialized knowledge of legal operations to help attorneys fulfill
their professional and ethical obligations under the ABA Model Rules of Professional Conduct. 

Unlike generalist IT providers that serve clients across multiple industries, AKAVEIL's entire 
business model is built on a single principle: making compliance the foundation of technology, not 
an afterthought. 

Every service we deliver, from network architecture to help desk support,is engineered around 
three non-negotiable requirements: confidentiality, integrity, and ethical governance. We don't just 
manage your technology; we help you meet your professional responsibilities to your clients, your 
bar, and your partners. 

● Managed IT & Cloud Infrastructure: Enterprise-grade systems designed specifically for 
legal practice requirements 

● ABA-Aligned Cybersecurity & Compliance: Security architecture that directly 
addresses Model Rules 1.1, 1.6, 5.1, and 5.3 

satisfy supervision requirements under Rule 5.3

● Legal Software Integration: Certified expertise in Clio, MyCase, NetDocuments, 
   Worldox, iManage, and PracticePanther 
Data Protection & Disaster Recovery: Business continuity planning that preserves chain 
   of custody and supports e-discovery obligations 

● 

About AKAVEIL TECHNOLOGIES 
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According to the American Bar Association (ABA) Legal Technology Survey Report, law firms
continue to face significant cybersecurity exposure despite gradual improvements in
preparedness. The 2023 ABA report found that 29% of law firms had experienced a security
breach, ranging from lost or stolen devices to ransomware and data theft incidents. 

The 2024 ABA report showed progress, with 60% of firms now maintaining a formal cybersecurity 
policy, but major vulnerabilities remain. Phishing, ransomware, and credential theft are still the 
most common threats. Most concerning, only 34% of firms reported having a formal incident 
response plan, a critical safeguard that determines how quickly a firm can contain and recover 
from an attack. 

These statistics highlight why cybersecurity in law firms is not simply an operational concern but 
a matter of professional ethics. Under ABA Model Rule 1.6(c), attorneys must make reasonable 

I. Executive Summary: The Ethical Imperative in
Technology Management

The American Bar Association has elevated technological competence from best practice to
ethical mandate. ABA Model Rule 1.1 explicitly requires attorneys to maintain knowledge of "the
benefits and risks associated with relevant technology." This duty is not aspirational, it is
enforceable through disciplinary proceedings, malpractice claims, and regulatory action. 

For modern law firms operating in an increasingly digital environment, every technology 
decision, from email encryption protocols to cloud storage configurations, carries both ethical and 
professional liability implications. When systems fail, data breaches occur, or client information is 
compromised, the responsibility falls squarely on the law firm and its partners. 

The Critical Issue: Most law firm leaders recognize they need external IT expertise, but few 
understand that selecting a Managed Service Provider (MSP) is fundamentally different from 
hiring other vendors. Your MSP isn't just maintaining computers, they have direct access to 
privileged communications, confidential client data, and the technological infrastructure that 
enables your entire practice. 

This makes MSP selection a fiduciary decision, not merely a procurement decision. 

Understanding the Risk Landscape 

efforts to prevent the unauthorized disclosure of client information. In this context, cybersecurity
and compliance are inseparable from a lawyer’s duty of competence and confidentiality. 

This compliance gap represents the single largest source of preventable risk in modern legal 
practice. 
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This document provides law firm managing partners, firm administrators, general counsel, and
risk management committees with a comprehensive framework for: 

1. Understanding the ethical obligations that govern technology management in legal 
practice 

2. Identifying critical compliance gaps in typical MSP relationships 
3. Implementing rigorous due diligence when evaluating potential IT partners 
4. Establishing ongoing oversight mechanisms that satisfy supervision requirements 
5. Building defensible compliance documentation that demonstrates "reasonable efforts" 

Throughout this whitepaper, we explain how AKAVEIL TECHNOLOGIES has built its entire 
service model around these ethical requirements,transforming abstract ABA guidance into 
concrete, auditable technology solutions. 

Key Thesis 

Purpose of This Whitepaper 

specific data protection requirements should be immediately disqualified from 
consideration,regardless of cost savings or technical capabilities. 

Compliance is not a premium feature to be purchased as an add-on. It is the legal baseline that
must be present in every technology partnership a law firm enters. 

Any MSP that cannot demonstrate clear, documented alignment with ABA Model Rules and state-
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The Rule: 

ABA Model Rule 1.1 requires lawyers to provide competent representation, defined as "the legal 
knowledge, skill, thoroughness and preparation reasonably necessary for the representation." 
Comment 8, added in 2012, explicitly extends this duty to technology: 

● California State Bar Formal Opinion 2010-179: Lawyers must understand the security 

● New York State Bar Opinion 842: Attorneys must conduct reasonable investigation of 

● Florida Bar Opinion 12-3: Lawyers must take reasonable steps to ensure vendor 

II. The Four Ethical Pillars: ABA Model Rules and  
Technology Obligations
 
Understanding your ethical obligations is the essential first step in evaluating potential MSP
partners. This section translates abstract professional conduct rules into concrete technology
requirements that your MSP must help you satisfy. 

"To maintain the requisite knowledge and skill, a lawyer should keep abreast of 
changes in the law and its practice, including the benefits and risks associated
with relevant technology..." 

What This Means in Practice: Technological competence doesn't require attorneys to become

IT experts, but it does require: 

1. Understanding the security measures protecting client data (encryption, access 
controls, backup systems) 

2. Recognizing common cyber threats (phishing, ransomware, business email 
compromise) 

3. Implementing reasonable safeguards appropriate to the sensitivity of information 
handled 

4. Knowing when to consult IT professionals for guidance on complex technology 
decisions 

5. Staying informed about emerging risks and evolving security standards 

State Bar Interpretations: 

Multiple state bars have issued formal opinions clarifying that mere delegation to IT staff or 
vendors is insufficient. Notable examples include: 

measures their vendors employ and make informed decisions about their adequacy 

cloud service providers before storing client data 

confidentiality agreements are in place and enforced 

A. Duty of Technological Competence – Model Rule 1.1 
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● Pennsylvania Bar Opinion 2011-200: Solo and small firm practitioners cannot claim 
ignorance of technology as a defense to competence failures 

How a Compliant MSP Fulfills This Duty: 

A law firm cannot delegate its ethical responsibility, but it can partner with an MSP that enables 
informed decision-making. AKAVEIL TECHNOLOGIES satisfies this requirement by: 

● Translating Technical Complexity: Converting cybersecurity concepts into clear risk 
assessments that non-technical attorneys can understand and act upon 

● Maintaining Advanced Security Infrastructure: Implementing Zero Trust Architecture, 
Endpoint Detection & Response (EDR), and Multi-Factor Authentication (MFA),the 
baseline controls that state bars now expect 
● Proactive Vulnerability Management: Continuously monitoring for emerging threats and 

applying security patches before exploitation occurs 
● Regular Competence Briefings: Quarterly technology briefings for partners and firm 

leadership explaining current threat landscape and recommended safeguards 
● Documentation for Audit: Providing written summaries of security measures suitable for 

state bar inquiries or malpractice defense 

Critical Distinction: When you partner with AKAVEIL, you retain ethical responsibility but gain 
the specialized knowledge necessary to make competent decisions about your firm's technology. 
This satisfies the competence requirement through informed supervision rather than blind 
delegation. 

The Rule: Model Rule 1.6(c) states: 

"A lawyer shall make reasonable efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthorized access to, information relating to
the representation of a client."

This duty applies to all client information, not just information protected by attorney-client 
privilege, and extends to information in any format, including electronic data. 

The "Reasonable Efforts" Standard: 

What constitutes "reasonable efforts" evolves with technology and threat landscapes. ABA Formal 
Opinion 483 (2018) provides critical guidance, stating that reasonableness depends on: 

B. Duty of Confidentiality – Model Rule 1.6(c) 
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3. Cost of additional safeguards (measures must be proportionate but not necessarily 
expensive) 

4. Difficulty of implementation (user-friendly security is more likely to be consistently 
applied) 

5. Extent of disclosure and adverse effect if breach occurs 

Modern Baseline Security Measures: 

Based on ABA guidance and state bar opinions, "reasonable efforts" now typically require: 

● Encryption in transit and at rest: AES-256 or equivalent for stored data; TLS 1.2+ for 
communications 

● Multi-factor authentication (MFA): For all remote access and privileged accounts 
● Firewall and network security: Next-generation firewalls with intrusion detection 

capabilities 
● Endpoint protection: Modern anti-malware with behavioral detection (EDR/XDR 

platforms) 
● Access controls: Role-based permissions with principle of least privilege 
● Secure backup systems: Encrypted, geographically diverse, with tested recovery 

procedures 
● Security awareness training: Regular education for all staff on phishing, social 

engineering, and safe computing practices 
● Incident response procedures: Written protocols for detecting, containing, and reporting 

security incidents 
State-Specific Enhancements: Many states have enacted data protection laws that raise

the bar beyond ABA guidance: 

● California Consumer Privacy Act (CCPA) requirements 
● New York SHIELD Act standards 
● Massachusetts 201 CMR 17.00 regulations
● Texas Identity Theft Enforcement and Protection Act
● State-specific breach notification timelines and requirements 

AKAVEIL's Confidentiality Architecture: 

Confidentiality isn't preserved through policy documents,it's enforced through verifiable 
technology controls:
 
Data Protection: 

● AES-256 encryption for all data at rest (files, databases, backups) 
● TLS 1.3 encryption for all data in transit (email, web traffic, file transfers) 
● End-to-end encryption available for highly sensitive communications 
● Encrypted virtual private networks (VPN) for remote access 
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The Rules: 

Model Rule 5.1 establishes that partners and supervising lawyers are responsible for ensuring 
the firm has measures in place to ensure all lawyers comply with professional conduct rules. 
Model Rule 5.3 extends this duty to non-lawyer assistants, including technology vendors: 

Access Control: 

● Role-based access control (RBAC) limiting data access to business need 
● Multi-factor authentication required for all user accounts 
● Privileged access management (PAM) for administrative functions 
● Automatic session timeouts and lockout policies 
● Comprehensive audit logging of all data access 

Network Security: 

● Next-generation firewall with deep packet inspection 
● Intrusion detection and prevention systems (IDS/IPS) 
● Advanced email filtering blocking 99.9% of phishing attempts 
● DNS filtering preventing access to malicious domains 
● Network segmentation isolating sensitive systems 

Continuous Monitoring: 

● 24/7/365 Security Operations Center (SOC) monitoring 
● Managed EDR on all endpoints with behavioral threat detection 
● Real-time alerting for suspicious activities 
● Automated incident response for known threat patterns 
● Regular penetration testing and vulnerability assessments 

Compliance Documentation: 

● Quarterly compliance reports documenting security controls 
● Audit logs suitable for e-discovery or regulatory review 
● Incident reports with root cause analysis and remediation steps 
● Annual attestation suitable for E&O insurance applications 

"With respect to a nonlawyer employed or retained by or associated with a
lawyer... a lawyer shall make reasonable efforts to ensure that the... conduct is
compatible with the professional obligations of the lawyer." 

What This Means for MSP Relationships: 

C. Duty of Supervision: Model Rules 5.1 & 5.3 
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Your MSP and their staff are "nonlawyer assistants" under Rule 5.3. This creates specific
obligations: 

1. Reasonable Assurance: You must take reasonable steps to ensure the MSP will act in 
accordance with your professional obligations 

2. Written Agreements: Contracts must explicitly address confidentiality, security, and 
ethical compliance 

3. Ongoing Oversight: Initial due diligence is insufficient; you must maintain ongoing 
supervision 

4. Staff Vetting: The MSP must conduct appropriate background checks and maintain 
confidentiality agreements with their employees 

5. Training Requirements: MSP staff who access client data must receive appropriate 
security and confidentiality training 

6. Incident Reporting: Clear protocols must exist for reporting security incidents or ethical 
concerns 

The Three-Part Supervision Framework:

Effective supervision of your MSP requires: 

1. Initial Due Diligence (Pre-Engagement): 

● Review of MSP's security certifications and audit reports 
● Verification of insurance coverage (cyber liability, E&O, general liability) 
● Background check policies for MSP employees 
● Review of MSP's own cybersecurity practices and incident history 
● Contractual provisions addressing confidentiality and ethical obligations 

2. Ongoing Monitoring (During Relationship): 

● Regular reporting on security status and incidents 
● Quarterly or annual compliance reviews 
● Audit log reviews for unusual access patterns 
● Performance metrics for response times and issue resolution 
● Periodic reassessment of security measures as threats evolve 

3. Documented Oversight (For Defensibility): 

● Written agreements explicitly addressing Rule 5.3 obligations 
● Meeting minutes documenting technology and security discussions 
● Compliance reports retained for audit purposes 
● Records of security training completion by firm staff 
● Incident response documentation showing appropriate action taken 

How AKAVEIL Enables Effective Supervision: 
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The Rule: 

Model Rule 1.15 governs lawyers' obligations regarding client property and funds. While primarily 
focused on trust accounting, the rule's underlying principles extend to digital assets and 
electronic information: 

AKAVEIL structures its service agreements specifically to satisfy Rule 5.3 requirements:

Personnel Controls: 

● All AKAVEIL staff undergo background checks before client assignment 
● Signed confidentiality agreements specific to legal industry requirements 
● Ongoing security training aligned with NIST and CIS frameworks 
● Documented access controls limiting exposure to client data 
● Clear incident reporting chains of command 

Transparency and Reporting: 

● Monthly security and system health reports 
● Quarterly compliance review meetings with firm leadership 
● Annual risk assessments with documented findings 
● Real-time incident notifications with detailed response timelines 
● Audit-ready documentation for state bar or insurance inquiries 

Contractual Framework: 

● Explicit acknowledgment of ABA ethical obligations 
● Confidentiality provisions exceeding standard NDA language 
● Right to audit MSP controls and procedures 
● Clear incident notification timelines 
● Indemnification for breaches caused by MSP negligence 

Training and Education: 

● Annual cybersecurity training for all firm staff 
● Phishing simulation testing with remedial training 
● Incident response tabletop exercises 
● Technology competence briefings for firm leadership 
● Completion tracking and certification for audit purposes 

"A lawyer shall hold property of clients or third persons that is in a lawyer's
possession in connection with a representation separate from the lawyer's own
property." 

D. Safekeeping Client Property: Model Rule 1.15 
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In the modern legal practice, client property includes: 

● Case files and work product stored electronically 
● Evidence in digital form (emails, documents, photos, videos) 
● Client-provided data files (corporate records, financial statements) 
● Communications subject to attorney-client privilege 
● Settlement funds held in IOLTA accounts (requiring secure systems) 

The Segregation Requirement in Technology: 

Just as you cannot commingle client funds with operating accounts, you cannot allow client data 
from different matters or different clients to be inadequately segregated in shared technology 
systems. 

Practical Technology Requirements: 

Data Segregation: 

● Matter-centric access controls preventing cross-matter data exposure 
● Client-specific encryption keys where appropriate 
● Isolated backup systems preventing data blending 
● Network segmentation for highly sensitive matters 
● Separate systems for IOLTA account access 

Preservation Obligations: 

● Immutable backups preventing accidental or malicious deletion 
● Retention policies aligned with ethical and regulatory requirements 
● Chain of custody documentation for electronic evidence 
● Forensically sound preservation methods for litigation holds 
● Geographic diversity preventing regional disaster data loss 

Accounting System Security: 

● Dedicated controls for trust accounting software 
● Multi-approval workflows for IOLTA transactions 
● Comprehensive audit trails for all financial activities 
● Integration security between practice management and accounting systems 
● Reconciliation procedures with automated alerts 

AKAVEIL's Data Integrity Framework: 

Logical Segregation: 

● Isolated storage environments for each law firm client 
● Matter-based folder structures with granular permissions 

Digital Assets as Client Property: 



● Encryption at the file system level preventing cross-tenant access 
● Network segmentation preventing lateral movement between client systems 

Physical and Geographic Diversity: 

● Primary data centers in multiple U.S. regions 
●    No data storage outside United States jurisdiction 
● Tier III or Tier IV facilities with redundant systems 
● Geographically distributed backup repositories 
● Disaster recovery sites in different seismic and weather zones 

Immutable Backups: 

● Write-once-read-many (WORM) storage for critical backups 
● Air-gapped backup copies protecting against ransomware 
● Retention periods exceeding state bar minimums 
● Automated backup verification and integrity testing 
● Chain of custody documentation for e-discovery support 

Trust Account Protection: 

● Isolated systems for IOLTA account access 
● Multi-factor authentication for all financial transactions 
● Comprehensive audit logging of all accounting activities 
● Integration security between practice management platforms 
● Automated reconciliation with exception alerting 



● New York State Bar Opinion 842: Lawyers must ensure cloud provider uses reasonable 

● California State Bar Opinion 2010-179: Attorneys must investigate provider's security 

● North Carolina State Bar Opinion 2011-6: Cloud computing is acceptable only if lawyer 

III. The Compliance Crisis: Critical Risk Areas in MSP
Selection
Even law firms that recognize their ethical obligations often overlook critical compliance gaps
when selecting and overseeing their MSP. This section identifies the most common, and most
dangerous, vulnerabilities in typical MSP relationships. 

The Risk: 

Cloud computing has revolutionized law firm operations, enabling anywhere-access to files, 
practice management systems, and client communications. However, not all cloud services meet 
the confidentiality and ethical requirements of legal practice. 

Common Compliance Failures: 

1. Unknown Data Location: Many cloud providers store data across global data centers, 
potentially subjecting privileged information to foreign government access 

2. Inadequate Contractual Protections: Generic cloud service agreements often disclaim 
responsibility for data confidentiality 

3. Insufficient Encryption: Some providers encrypt data in transit but not at rest, or use 
provider-managed keys accessible to their staff 

4. Lack of Business Associate Agreements: Providers may refuse to sign BAAs or 
confidentiality agreements meeting legal industry standards 

5. Poor Audit Rights: Contracts often prohibit independent security audits or penetration 

State Bar Guidance: 
Multiple state bars have issued opinions requiring specific due diligence before adopting cloud 
services: 

security measures and confidentiality agreements 

protocols and ensure contractual confidentiality 

takes reasonable steps to ensure confidentiality 

The AKAVEIL Approach to Cloud: 
AKAVEIL partners exclusively with enterprise-grade, U.S.-based cloud infrastructure providers 
that meet stringent legal industry requirements: 

A. Cloud Service Provider Evaluation and Data Sovereignty 

testing 
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Microsoft Azure & Microsoft 365: 

● Data stored exclusively in U.S. data centers 
● SOC 2 Type II, ISO 27001, and FedRAMP certified 
● Comprehensive Business Associate Agreement available 
● Customer-managed encryption keys option (bring your own key) 
● Contractual commitment to resisting improper government requests 
● Transparent audit rights and compliance reporting 

Amazon Web Services (AWS) GovCloud: 

● ITAR compliant infrastructure for sensitive legal matters 
● Isolated infrastructure meeting federal security requirements 
● Enhanced background checks for all AWS staff with access 
● 
● 

Explicit data residency guarantees 
Independent security audit rights 

NetDocuments (Legal-Specific Document Management): 

● Purpose-built for legal industry with ethics-first design 
● Proven track record with over 3,500 law firms 
● Matter-centric security and ethical walls 
● Comprehensive e-discovery and litigation hold capabilities 
● Explicit ABA ethics compliance features 

Contractual Protections We Require: 

● Explicit data sovereignty (U.S. jurisdiction only) 
● Customer ownership of all data 
● Prohibition on data mining or secondary use 
● 
● 

Right to audit security controls 
Breach notification within 24 hours 

● Termination rights with data export guarantees 
● Clear chain of custody documentation 

The Risk: 

Your MSP is itself a third-party vendor subject to cybersecurity risks. If the MSP's systems are 
compromised, attackers gain indirect access to client data across multiple law firms. Recent high-
profile incidents (SolarWinds, Kaseya) demonstrate that supply chain attacks are increasingly 
common and devastating. 

B. Supply Chain Security and Vendor Risk Management 



Law Firm → MSP → Remote Monitoring Tools → Software Vendors → Subcontractors 

A breach at any point in this chain can cascade back to your client data.

Questions Every Law Firm Must Ask: 

1. Does your MSP have third-party security audits? (SOC 2 Type II, ISO 27001, or 
equivalent) 

2. What remote access tools does your MSP use? (Are they properly secured and 
monitored?) 

3. Does your MSP vet their software vendors? (Supply chain risk assessment program) 
4. Who can access your data within the MSP organization? (Least privilege and need-

to-know enforcement) 
5. Does your MSP carry cyber liability insurance? (Minimum $5-10 million coverage) 
6. What happens if your MSP is breached? (Incident response plan and client notification 

procedures) 

AKAVEIL's Supply Chain Security Program:

Internal Security Controls: 

● SOC 2 Type II certification audited annually by independent CPA firm 
● All technical staff undergo background checks and security clearance 
● Zero-trust internal network (all access logged and monitored) 
● Privileged access management requiring approval workflows 
● Comprehensive audit logging of all client system access 

Vendor Risk Management: 

● Formal vendor assessment program using standardized security questionnaires 
● Continuous monitoring of vendor security posture 
● Contractual security requirements for all subcontractors 
● Regular security audits of critical vendors 
● Incident notification requirements in all vendor agreements 

Remote Access Security: 

● Jump boxes and bastion hosts for all remote administration 
● Multi-factor authentication required for all remote access 
● Session recording for privileged access activities 
● Just-in-time access provisioning (temporary, purpose-specific) 
● Real-time monitoring for anomalous remote access patterns 

Insurance and Financial Stability: 

● $10 million cyber liability insurance 

The Vulnerability Chain: 



● Loss of client files constituting negligent mishandling under Rule 1.15 
● Destruction of evidence triggering sanctions or malpractice claims 

● $5 million Errors & Omissions coverage 
● $2 million general liability 
● Financial statements available for review by enterprise clients 
● Business continuity insurance and disaster recovery funding 

Transparency and Audit Rights: 

● Annual provision of SOC 2 reports to clients 
● Right to request independent penetration testing 
● Quarterly security posture briefings for large clients 
● Incident response plans shared and tested with clients 
● Real-time security dashboard access for firm administrators 

The Risk: 

Data loss isn't just a business continuity issue, it's a potential ethics violation. ABA Model Rule 
3.4(a) prohibits "unlawful obstruction of another party's access to evidence" or "unlawfully alter, 
destroy or conceal a document or other material having potential evidentiary value." 

Inadequate backup and recovery systems can result in: 

● Violation of litigation holds resulting in adverse inference instructions 
● E-discovery failures causing case dismissal or disciplinary action 

Critical Questions: 

1. How frequently are backups performed? (Daily minimum; continuous preferred) 
2. Where are backups stored? (Must be geographically diverse, ideally different states) 
3. Are backups encrypted and immutable? (Protection against ransomware) 
4. Have recovery procedures been tested? (Annual full restoration testing required) 
5. What is the Recovery Point Objective (RPO)? (How much data can be lost? Should be 

<24 hours) 
6. What is the Recovery Time Objective (RTO)? (How quickly can systems be restored? 

Should be <4 hours for critical systems) 
7. How do backups support e-discovery? (Point-in-time recovery for litigation holds) 

State-Specific Retention Requirements: 

Law firms must maintain certain records for specified periods: 

         California: Closed client files for 5 years (Rule 4-100) ● 
● New York: Trust account records for 7 years (22 NYCRR 1300.11) 

C. Disaster Recovery and Preservation of Electronic Evidence 

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_15_safekeeping_property/
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● Texas: Essential trust account records for 6 years 
● Federal Courts: ESI preservation requirements under FRCP Rules 26 and 37(e) 

AKAVEIL's Disaster Recovery Architecture:

Multi-Tier Backup Strategy: Tier 1 -

Continuous Protection: 

● Real-time replication of critical systems 
● 15-minute recovery point objective 
● Instant failover for practice management platforms 
● Zero data loss for active matters 

Tier 2 - Daily Backups: 

● Automated nightly backups of all systems 

 ● 

 ● 
 ● 

 ● 

Encrypted at rest and in transit 
Stored in geographically diverse data centers 
90-day retention with extended retention available 
Immutable storage preventing ransomware encryption 

Tier 3 - Long-Term Archival: 

● Monthly archival snapshots 
● 7-year retention meeting maximum state requirements 
● Cold storage with 99.999999999% durability 
● Point-in-time recovery for litigation holds 
● Chain of custody documentation for e-discovery 

Disaster Recovery Procedures: 

● Documented DR plans specific to each client's systems 
● Annual full restoration testing with client participation 
● 4-hour RTO for critical systems (practice management, email) 
● 24-hour RTO for full environment restoration 
● Alternate processing sites in different geographic regions 
● Regular plan updates as systems and requirements evolve 

E-Discovery Support: 

● Point-in-time snapshots supporting litigation hold requirements 
● Forensically sound backup procedures 
● Chain of custody documentation 
● Metadata preservation for all documents 
● Export capabilities in standard e-discovery formats (PST, TIFF, load files) 
● Assistance with third-party e-discovery vendor integration 



Ransomware Protection: 

● Immutable backup copies that cannot be encrypted by ransomware 
● 
● 

Air-gapped offline backups updated weekly 
Behavioral detection preventing backup deletion 

● Tested recovery procedures from ransomware scenarios 
● Incident response retainer with cyber forensics firm 

The Risk: 

Cyber insurance has become essential for law firms, but carriers are dramatically tightening 
underwriting requirements. Many policies now require specific security controls as conditions 
of coverage, and failure to maintain those controls can void your policy when you need it most. 

Common Cyber Insurance Requirements: Modern cyber insurance policies typically require: 

1. Multi-Factor Authentication (MFA): Required for all remote access and privileged 
accounts 

2. Endpoint Detection & Response (EDR): Advanced anti-malware on all devices 
3. Email Security: Advanced threat protection and anti-phishing systems 
4. Privileged Access Management: Controls on administrative accounts 
5. Security Awareness Training: Annual training for all staff with completion tracking 
6. Backup and Recovery: Tested, encrypted backups stored offline or in isolated 

environments 
7. Incident Response Plan: Written procedures for breach detection and response 
8. Vendor Risk Assessment: Due diligence process for third-party IT providers 
9. Patch Management: Documented procedures for applying security updates 
10. Regular Security Assessments: Annual penetration testing or vulnerability scans 

The Coverage Gap Crisis: 

According to insurance industry reports: 

● 40% of businesses cannot demonstrate compliance with their policy's security 
requirements 

● 63% of cyber insurance claims face coverage disputes over security control failures 
● Premium increases of 50-125% are common after security-related claims 
● 25% of law firms with sub-standard security cannot obtain cyber insurance at any price 

Documentation Requirements: 

D. Cyber Insurance Requirements and Demonstrable Controls 

https://www.dcsny.com/technology-blog/cyber-insurance-claims-denied-2024/
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To maintain coverage and streamline claims, you need documented evidence of: 

● Security control implementation (screenshots, configuration files) 
● Training completion records (dates, attendees, topics) 
● Incident response procedures (written plans, tabletop exercise results) 
● Vendor due diligence (MSP security audits, contractual protections) 
● Backup testing results (restoration logs, success rates) 
● Patch management logs (system updates, timelines) 

How AKAVEIL Supports Insurance Compliance:

Pre-Renewal Support: 

● Insurance questionnaire assistance with technical documentation 
● Security attestation letters for underwriters 
● Evidence packages documenting all required controls 
● Risk assessment reports suitable for carrier review 
● Broker coordination explaining technical implementations 

Control Implementation: 

● All cyber insurance baseline controls included in standard service 
● Enhanced controls available for firms with complex requirements 
● Regular updates as insurance requirements evolve 
● Technical documentation in underwriter-friendly formats 

Claims Support: 

● Rapid incident response minimizing damage and claim costs 
● Forensic investigation coordination with carrier requirements 
● Detailed timeline documentation for claims processing 
● Expert testimony if coverage disputes arise 
● Breach coach and legal counsel coordination 

Continuous Compliance: 

● Quarterly compliance reports documenting control effectiveness 
● Automated monitoring ensuring controls remain active 
● Alert notifications if controls fail or are disabled 
● Annual security assessments with written findings 
● Compliance dashboard for real-time status visibility 



IV. The AKAVEIL Compliance Framework: Non-Negotiable
MSP Requirements
 
Based on ABA ethics guidance, state bar opinions, and cyber insurance requirements, this section
provides a concrete checklist of features that must be present in any MSP relationship serving
law firms. 

These aren't "nice to have" premium features, they are the baseline requirements for ethical 
compliance and professional responsibility. 

1. Multi-Factor Authentication (MFA) - MANDATORY Requirement: 

MFA required for all user accounts, especially remote access, administrative 
accounts, and access to sensitive client data. 
Why It Matters: Compromised passwords are the #1 cause of law firm breaches. MFA blocks 
99.9% of automated credential attacks. 

AKAVEIL Implementation: 

● Microsoft Authenticator or similar FIDO2-compliant MFA 
● Conditional access policies enforcing MFA for all cloud services 
● Push notification or biometric options (not SMS, which is vulnerable) 
● Grace period management for temporary access 

2. Endpoint Protection and Device Management 

Requirement: All endpoints, including laptops, desktops, and mobile devices, must have 
managed antivirus, real-time monitoring, and patch management. 

Why It Matters: A single unpatched device can become an entry point for ransomware or 
unauthorized access. 

AKAVEIL Implementation: 

● Managed Endpoint Detection and Response (EDR) solution with centralized monitoring 
● Automated operating system and application updates through Microsoft Intune 
● Remote device encryption and wipe capabilities for lost or stolen equipment 

3. Secure Email and Data Encryption 

Requirement: All email communication and stored data must be encrypted in transit and at rest. 

A. Core Security Controls (The Technical Baseline) 



Ethical compliance requires verifiable evidence. A firm must be able to demonstrate that
reasonable steps have been taken to safeguard data and systems. 

Key Deliverables in Every AKAVEIL Partnership: 

● Monthly system health and security reports detailing patch status, backup verification, and 
threat monitoring outcomes 

● Quarterly risk summaries identifying vulnerabilities, mitigations, and residual risk levels 
● Incident reports that document the timeline, root cause, and resolution of any security 

event 
● Audit-ready logs that support ABA and cyber insurance documentation requirements 

Transparency transforms compliance from a promise into proof. AKAVEIL provides written, time-
stamped evidence of every control and remediation action performed on the firm’s behalf. 

Why It Matters: Email remains the most common channel for phishing and data interception.
Encryption ensures privileged information cannot be viewed even if intercepted. 

AKAVEIL Implementation: 

● Microsoft 365 Message Encryption (M365ME) 
● Enforced TLS for all external mail delivery 
● Encrypted backup solutions meeting state PII and HIPAA security standards 

4. Business Continuity and Backup 

Requirement: Law firms must maintain redundant, verifiable backups of all critical data stored in 
geographically separate locations. 

Why It Matters: Data loss may breach the duty to preserve evidence and can disrupt client 
representation. 

AKAVEIL Implementation: 

● Cloud-based backup for Microsoft 365 services (Exchange, SharePoint, Teams, OneDrive) 
● Immutable backup retention and routine integrity verification 
● Quarterly disaster-recovery testing and documented restoration timelines 

General IT providers cannot meet the ethical and regulatory demands of law firms. Legal
technology requires knowledge of professional standards, discovery rules, and privacy laws. 

C. Legal-Specific Expertise 

B. Reporting and Transparency 



● Familiarity with ABA Model Rules 1.1, 1.6, and 5.3 concerning technological competence, 

Lawyers have a supervisory duty under ABA Model Rule 5.3 to ensure that both internal and 
external personnel comply with professional obligations. Regular, documented training satisfies 
this duty and builds a culture of vigilance. 

E. Contractual Protections and Business Associate Agreements 

● Implementation of controls aligned with HIPAA, GLBA, and state privacy frameworks for 

An MSP must be contractually accountable for safeguarding client information. Every agreement
should include explicit data protection provisions, confidentiality clauses, and breach-notification
requirements. 

AKAVEIL Standard Practice: 

● Business Associate Agreement (BAA) executed with each client 
● Confidentiality clauses referencing professional privilege and non-disclosure of client data 
● Defined breach-notification timelines that align with state PII and HIPAA regulations 
● Liability and insurance coverage clearly stated within the Master Services Agreement 

These contractual safeguards formalize ethical accountability and ensure the firm retains ultimate 
control over its data. 

AKAVEIL’s Specialization Includes: 

confidentiality, and vendor supervision 

firms handling sensitive client data 
● Expertise in securing legal platforms such as Clio, NetDocuments, and PracticePanther 
● Coordination with malpractice and cyber liability insurers to ensure coverage requirements 

are met 

This alignment between technology and ethics is what differentiates a compliance-driven MSP 
from a general IT contractor. 

Technology alone cannot ensure compliance. Every attorney, paralegal, and staff member must
understand how to recognize and respond to security threats. 

AKAVEIL’s Approach: 

● Annual security awareness training for all firm personnel 
● Simulated phishing campaigns to identify and reduce risky behavior 
● Role-based training for administrators and managing partners on incident response 

procedures 
● Attendance tracking and certification for insurance and bar audit documentation 

D. Mandatory Staff Training 
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V. Implementing Ethical Technology Management: A
Practical Roadmap
Compliance is not achieved through a single project but through continuous oversight. AKAVEIL
TECHNOLOGIES helps firms adopt a structured lifecycle for ethical IT management that aligns
with both professional and technical requirements. 

Before engaging any MSP, a law firm should ask: 

1. Do you understand the ABA Model Rules and state bar opinions governing technology? 
2. How is client data segregated and protected from other tenants in your systems? 
3. Can you provide recent audit results, security certifications, and proof of cyber insurance? 
4. What is your process for breach notification and evidence preservation? 
5. How do you ensure that subcontractors or cloud providers meet the same compliance 

standards? 

These questions form the foundation of responsible vendor selection and ensure informed 
consent before delegation of any technology function. 

Law firms must supervise their technology providers just as they supervise internal staff. Regular
oversight confirms that systems remain compliant, secure, and aligned with firm policies. 

Recommended AKAVEIL Review Cycle: 

● Quarterly business and compliance review meetings 
● Verification of all system updates, backup tests, and policy changes 
● Review of incident logs and MFA compliance reports 
● Documentation of meeting minutes for bar audit readiness 

Consistent review ensures the firm retains ethical control while benefiting from outsourced 
expertise. 

When an incident occurs, timing and documentation determine whether it becomes a minor event
or a major breach. 

AKAVEIL TECHNOLOGIES’ incident response plan includes: 

● Immediate isolation of affected systems 

B. Ongoing Oversight: Quarterly Compliance Reviews 

C. Incident Response and Breach Notification Protocols 

A. Initial Due Diligence: Questions Every Law Firm Must Ask 



● Root cause analysis within 24 hours 
● Communication templates for notifying clients, insurers, and bar associations when 

required Forensic evidence collection and secure
retention ● 

● Post-incident review and policy adjustment to prevent recurrence 

These protocols align with the ABA Cybersecurity Handbook recommendations and state 
breach-notification statutes, ensuring every response is both technically and ethically defensible. 

Each year, AKAVEIL conducts a full technology and risk assessment to evaluate evolving threats,
software lifecycles, and regulatory changes. 

Deliverables include: 

● Updated asset and access inventory 
● Revised risk register categorizing threats as Critical, High, Medium, or Low 
● Recommendations for emerging technologies, such as AI governance or zero-trust 

networking 
● Budget and timeline planning for the next fiscal year 

Annual reviews keep compliance dynamic rather than static, allowing firms to stay ahead of both 
technology trends and ethical expectations. 

D. Annual Risk Assessment and Strategic Planning 



https://www.akaveil.com/assessment
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